
■ www.threatmap.checkpoint.com
■ www.forbusiness.snapchat.com/advertising#targeting
■ www.policies.google.com/privacy#infocollect
■ www.ncsc.gov.uk
■ www.en.wikipedia.org/wiki/Hacktivism
■ www.en.wikipedia.org/wiki/2016_Dyn_cyberattack
■ www.cps.gov.uk/legal-guidance/computer-misuse
■ www.en.wikipedia.org/wiki/Computer_virus
■ www.en.wikipedia.org/wiki/Computer_virus#First_examples
■ www.us.norton.com/internetsecurity-malware-what-is-a-computer-
virus.html
■ www.en.wikipedia.org/wiki/Computer_worm
■ www.us.norton.com/internetsecurity-malware-what-is-a-computer-
worm.html
■ www.antivirus.comodo.com/blog/computer-safety/computer-worm-
definition
■ www.en.wikipedia.org/wiki/Ransomware
■ www.malwarebytes.com/ransomware
■ www.uk.norton.com/internetsecurity-malware-ransomware-5-dos-
and-donts.html

Lesson Can you?

Lesson 1: 

You and 

your data

Explain the difference between data and information

Critique online services in relation to data privacy

Identify what happens to data entered online

Explain the need for the Data Protection Act

Lesson 2: 

Social 

engineering

Recognise how human errors pose security risks to data 

Implement strategies to minimise the risk of data being 

compromised through human error

Lesson 3: 

Script 

kiddies

Define hacking in the context of cyber security

Explain how a DDoS attack can impact users

Identify strategies to reduce the chance of a brute 

force attack being successful

Explain the need for the Computer Misuse Act

Lesson 4: 

Rise of the 

bots

List the common malware threats

Examine how different types of malware causes problems 

Question how malicious bots can have an impact on 

societal issues

Lesson 5: 

There’s no 

place like 

127.0.0.1

Compare security threats against probability and the 

potential impact to organisations

Explain how networks can be protected from common 

security threats

Lesson 6: 

Under 

Attack

Identify the most effective methods to prevent 

cyberattacks

Useful websites
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http://www.en.wikipedia.org/wiki/Computer_virus
http://www.en.wikipedia.org/wiki/Computer_virus#First_examples
http://www.us.norton.com/internetsecurity-malware-what-is-a-computer-virus.html
http://www.en.wikipedia.org/wiki/Computer_worm
http://www.us.norton.com/internetsecurity-malware-what-is-a-computer-worm.html
http://www.antivirus.comodo.com/blog/computer-safety/computer-worm-definition
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